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Abstract  

The effectiveness of cybersecurity management programs is contingent on improving employee security 

behaviour. Security education, training, and awareness (SETA) programs aim to drive positive behaviour 

change in support of cybersecurity objectives. In this paper, we argue that existing SETA programs are 

suboptimal as they aim to improve employee knowledge acquisition rather than behaviour and belief. We 

apply social marketing principles to examine SETA practices across six organisations. We find that SETA 

programs fail to implement the key principles and concepts of social marketing that are essential for 

positive behaviour change. We therefore propose a novel development process for SETA based on a 

social marketing approach. We explain how the new approach can be used to develop SETA programs 

that are focused on behaviour change.  

 

Keywords: Information Security Education Training and Awareness, Behavioural Information Security, 

Behaviour Change, Social Marketing, Security Interventions. 

1 Introduction 

Security researchers consistently argue that organisations need information security education, training, 

and awareness (SETA) programs to raise employees’ awareness of security risk, and to provide them with 

the required skills and knowledge to comply with security policy (Alshaikh 2020; Cram et al. 2019; 

Karjalainen et al. 2019). Despite the widespread implementation of such programs in many organisations, 

the rate of unintended breaches of security directives is still increasing. A recent report shows that 70% of 

security incidents are caused by employee noncompliance with organisational information information 
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security directives (NTT Security 2019). This trend is consistent with previous security reports (e.g., 

Accenture & HfS Research 2016; SANS 2017) and academic literature (e.g., Almestahiri et al. 2017; 

Chatterjee et al. 2015; Crossler et al. 2013; Guo et al. 2011; Warkentin and Willison 2009).  

When developing SETA programs, organisations turn to “best practice” and industry standards. However, 

it remains unclear as to which SETA strategies are effective in specific contexts (Almestahiri et al. 2017; 

Beyer et al. 2015; Ki-Aries and Faily 2017; Warkentin and Willison 2009). As the literature points out, an 

underlying reason is that the standards and guidelines are neither grounded in theory nor on empirical 

evidence (Alshaikh et al. 2019; Jampen et al. 2020; Ng et al. 2009; Park and Chai 2018; Siponen and 

Willison 2009). Further, existing SETA programs aim to improve employee knowledge acquisition rather 

than behaviour and belief. Therefore, for organisations there is little clarity on how to increase the 

effectiveness of SETA programs to alter employee behaviour.  

While there is considerable research on SETA conducted in the information systems security behaviour 

field (Guo et al. 2011; Puhakainen and Siponen 2010; Sharma and Warkentin 2019; Siponen and Vance 

2010; Willison and Warkentin 2013; Willison et al. 2018), these studies approach the problem from an 

individual behaviour perspective instead of focusing at an organisational level. Within these studies, 

several theories (e.g., deterrence theory, neutralisation theory and protection motivation theory) have been 

applied to explain noncompliance with security policies (D'Arcy and Herath 2011; Hanus and Wu 2016; 

Siponen and Vance 2010). However, the literature does not provide strategies and approaches to assist 

organisations in developing an effective SETA program to change employee behaviour (Alshaikh et al. 

2019). 

In this paper, we explore social marketing as an approach for developing more effective SETA programs. 

Our justification is that social marketing has been successfully used in the past to improve the 

effectiveness of behaviour change programs in other domains (Almestahiri et al. 2017; Tapp and Rundle-

Thiele 2016). Therefore, the aim of this paper is to use social marketing approaches to: (1) assess the 

effectiveness of the development process of existing SETA programs; and (2) propose a novel SETA 

development process. The study addresses the following research question: 

How can organisations develop effective SETA programs to achieve behaviour change? 

The paper is organized as follows. In our background section, we present best-practice industry guidelines 

on SETA; followed by introducing the social marketing approach to behaviour change. Subsequently, we 

explain the research methodology employed in this research. We then report the findings of the 

exploratory study where we map key social marketing principles to SETA practices in the six 

organisations under investigation. Next, we propose a new approach for the SETA development process 

based on social marketing. Finally, we conclude with implications of the research and direction for future 

work. 

2 Background 

In this section, we introduce background research on SETA and Social Marketing. 

 Security Education, Training and Awareness (SETA) 2.1

There is a broad consensus in the literature on the need for organisations to develop SETA programs to 

protect their information assets (Ahmad et al. 2020; Khan et al. 2011). The significant role of SETA 

programs is evident from the fact that existing information security management frameworks integrate 

SETA with other key security functions (such as: security policy, risk management and incident 

management) (Alshaikh et al. 2014; Chaudhry et al. 2012; Kritzinger and Smith 2008; Shedden et al. 

2011; Shedden et al. 2009).  

The literature clearly distinguishes the different roles of education, training and awareness. Whitman and 

Mattord (2017) suggest: Education is where security professionals integrate security skills and 
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competencies into a common body of knowledge for the design and implementation of information 

security; Training is where relevant employees gain needed security skills and competency around 

security so that they can perform their job; Awareness involves focussing all other employees’ attention 

on security, giving them the ability to avoid behaviours that would compromise information security. 

Most organisations when implementing SETA programs only implement awareness for employees and 

education and training are conducted by external providers for individual personnel where required. 

Subsequently, in this research, our focus will be only on awareness when we discuss SETA. 

The importance of SETA programs for safeguarding information assets has led many authors to 

recommend their establishment within organisations as part of their overall security strategy (D’Arcy et 

al. 2009; Öğütçü et al. 2016). There are several guidelines for organisations developing SETA programs 

(De Maeyer 2007; Herold 2010; Karjalainen and Siponen 2011; Whitman and Mattord 2017). These 

approaches can be broken down into three fundamental phases: (1) development, (2) implementation and 

(3) evaluation. The following discussion uses these three to discuss existing approaches and models for 

developing SETA programs. 

The development phase includes activities used to understand the current organisational situation, obtain 

management support and acquire resources to develop an effective program (Bowen et al. 2006; Power 

and Forte 2006). These activities include conducting a needs assessment for a SETA program (which may 

include legislated requirements), defining goals and objectives, establishing the SETA development team, 

and identifying the target audience for a SETA program. The literature discusses the importance of 

understanding the needs of an organisation and the design SETA programs that meet these specific needs. 

For instance, Bada et al. (2019) suggests that security awareness should be professionally prepared and 

organised for it to work and needs to be targeted and actionable. Development phase activities also 

include developing materials for SETA consisting of tasks around topic selection and material creation 

(Johnston and Warkentin 2010).  

The implementation phase focuses on the conduct of the SETA program using a variety of delivery 

methods. The literature on the implementation of SETA programs discusses methods of effectively 

delivering SETA messages. These include the use of a combination of methods for delivery, such as 

newsletters, emails, note-taking tools to aid memory (e.g. pens and notepads), and posters that expose 

those within the organisation to convey the security messages on consistent and ongoing bases (Abawajy 

2014; Peltier 2005).  

The final SETA phase is evaluation, where the organisation reviews and evaluates its SETA initiatives to 

measure their effectiveness. Effectiveness is usually measured through identifying changes in employee 

behaviour that impact information security (Öğütçü et al. 2016). Existing approaches focus on evaluating 

the knowledge obtained for the program (Fertig et al. 2020; PCI 2014). This is a very limited view of 

evaluation. Evaluation should also focus on the effect of SETA on the overall security of the organisation 

because of the change in employee behaviour (Tsohou et al. 2015). One way to measure the effectiveness 

of SETA is to compare the incidence of noncompliance-related security events before and after 

implementation of the SETA program. Further, the discussion of the evaluation of SETA programs has 

been always focused on the outcome of program (raising employees’ awareness) overlooking the 

important aspect of evaluating the practices and overall approach to the development of SETA in 

organisations.  

Best-practice standards such as ISO/IEC 27002 stress the need for SETA programs, recommending that 

“all employees of the organisation should receive appropriate awareness, education and training and 

regular update in organisational policies and procedures, as relevant for their job function” (ISO/IEC 

2013). However, the standards do not provide clear and practical guidance on how SETA programs 

should be implemented. Instead they provide guidance that is conceptual, lacks support from empirical 

data, is generic in nature, and pays little consideration to organisational context (Beyer et al. 2015; Fertig 

et al. 2020; Siponen and Willison 2009). Although there are practical guidelines specifically developed 
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for SETA, these are not grounded in theory and do not have the status of industry standards, so 

organisations are not required to comply with the directives. 

In a recent seminal paper published in MISQ, Cram et al. (2019) conducts a meta-analysis of security 

behaviour studies. Among the practical implications of their study was the need to address the lack of a 

systematic approach for developing SETA programs and for more theory-informed approaches. Calls for 

more theory-informed approaches is consistently made in several publications since 2010 (Karjalainen 

and Siponen 2011; Lebek et al. 2013; Puhakainen and Siponen 2010). Consequently, considerable 

Information Systems research has been conducted into security behaviour in organisations. A number of 

theories (e.g., deterrence theory, rational choice theory, planned behaviour theory, protection motivation 

theory) have been applied to study: (1) why employees do not comply with policy, and (2) the role of 

SETA programs in protecting organisations and changing employees’ behaviour. However, drawing from 

the meta-analysis of Cram et al. (2019), these contributions are not reflected in the practice of SETA in 

organisations. We provide two possible explanations for this. First, that IS studies are primarily driven by 

the need to contribute to knowledge rather than to provide practical guidance to organisations. Second, 

the studies address SETA in terms of individual security behaviours of employees rather than on 

organisational strategies to improve SETA.  

Although individual studies have provided many useful recommendations to develop effective SETA 

programs, taken collectively these studies present a large and sometimes overlapping array of theoretical 

constructs or components that has led to mixed results and limited practical value. Specifically, 

recommendations are fragmented and dispersed and do not build cumulatively to guide the development 

of SETA programs in organisations. 

To address the need for systematic development of SETA programs and a more theory-informed 

approach, this study draws on the social marking approach and proposes a new approach to design theory-

informed SETA programs. The next section will discuss the social marketing approach. 

 Social Marketing 2.2

Social marketing is defined as “the systematic application of marketing alongside other concepts and 

techniques to achieve specific behavioural goals for social good” (French et al. 2011, p.11). Social 

marketing has been a recognized discipline since the early 1970s that mainly focuses on influencing 

behaviours (Lee and Kotler 2015; McKenzie-Mohr 2011). Social marketing techniques has been utilized 

and proven to be effective in areas such as public health (smoking, vaccination), and environmental 

sustainability (recycling, reduce waste). 

Unlike commercial marketing where the objective is to sell products and services, social marketing is 

focused on influencing behaviour. Social marketing draws on behaviour theories and methodologies to 

address social issues. As shown in Figure 1, the social marketing triangle presents key principles of social 

marketing and links between these principles to influence human behaviour (French and Blair-Stevens 

2005; French et al. 2011).  
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Figure 1 Social Marketing Triangle (French and Blair-Stevens 2005) 

As shown in Table 1, there are eight key social marketing principles (French and Blair-Stevens 2005). 

Understanding these principles is important to ensure greater consistency of approach to the development 

and evaluation of social marketing campaigns (French and Blair-Stevens 2005; French et al. 2010; French 

et al. 2011). In this paper, we will use these principles as a lens to assess the effectiveness of existing 

SETA programs in the organisations under investigation.  

Table 1: A List of Key Social Marketing Principles 

Customer Orientation: The customer, located at the centre of the social marketing triangle, is the central focus of 

a social marketing campaign. An understanding of what motivates or moves their behaviour is important as this 

directly impacts the types of interventions that take place to change behaviour.  

Focus on Behaviour: The social marketing approach aims to influence specific behaviours not just knowledge 

and attitude. Understanding current behaviour is extremely important as this will help to determine how to 

influence that behaviour. An evidence-based approach should be used to understand the behaviour. This is done 

by first analysing the target audiences’ behaviour (problem behaviour and desired behaviour) and then setting 

actionable and measurable behavioural goals and key indicators in relation to the specific social issue being 

addressed. 

Theory Based: Social marketing uses behavioural theories to understand behaviour and to inform and guide the 

selection of appropriate intervention strategies. Theory informed interventions are more successful, leading to 

longer lasting changes to behaviour (French and Blair-Stevens 2005; Michie et al. 2014). Several behavioural 

theories, models and frameworks (e.g., diffusion of innovation theory, self-control theory, health belief model 

and stage of change model) are frequently used by social marketers (Lee and Kotler 2015). Theories explain 

what influences behaviour and models describe processes of behaviour change (French and Blair-Stevens 2005; 

Glanz and Rimer 1997). This principle is particularly useful to address the lack of theory informed SETA 

programs.  

Develop ‘Insight’: Social marketing is driven by ‘actionable insights’ that provide practical guidance for the 

selection and development of interventions (French and Blair-Stevens 2005; French et al. 2010). After initially 

developing a general understanding of the audience, key factors and issues relevant to positively influencing 

specific behaviour are identified. This may identify emotional and physical barriers to behaviour change. 

Exchange: A social marketing campaign must include a compelling ‘exchange’ offer based on thorough analysis 

of the perceived / actual costs versus perceived / actual benefits from adopting the new behaviour (McKenzie-

Mohr 2011). Exchange theory postulates that for exchange to take place the target audience to must perceive 

benefits equal to or greater that perceived cost (French and Blair-Stevens 2005). The target audience in social 

marketing tends to change their behaviour if they perceive that the benefits from adopting the desired behaviour 

are equal to or greater that the effort involved in performing the new behaviour or giving up unwanted 

behaviour (Lee and Kotler 2015). An effective social marketing campaign should maximise benefits and 
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minimise costs.  

Competition: Social marketing uses the concept of ‘competition’ to examine the internal and external factors that 

compete for people’s time and attention to adopt a desired behaviour (French and Blair-Stevens 2005; French et 

al. 2010). Strategies would be developed to minimise the impact of competition linked to the exchange offered.  

Audience Segmentation: Audience segmentation is important to develop tailored intervention strategies to 

effectively influence behaviour (McKenzie-Mohr 2011). This avoids the use of a generalized ‘a one size fits 

all’ approach by dividing the target audience into smaller groups ‘segments’ that share common beliefs, 

attitudes and behaviours (French et al. 2010). Segments are prioritised and selected based on clear criteria, such 

as size and readiness to change (Lee and Kotler 2015) and interventions are applied directly to the specific 

audience segment. 

Method Mix: Social marketing applies an appropriate mix of methods to achieve the goals of the campaign. 

While it is important to use mix methods to avoid reliance on single approach, it is also important integrate the 

methods to achieve synergy and enhance overall impact (Sowers et al. 2007). There are five intervention 

strategies that can be implemented Design (to alter the environment), Inform (to communicate facts and 

attitudes) Control (to regulate and enforce), Educate (to enable and empower) and Service (to provide support 

services) (French et al. 2011).  

The social marketing triangle, including the eight key principles, is vital for the development of 

successful social marketing campaigns to influence behaviour. Social Marketing is used to assess and 

review a range of existing initiatives (French et al. 2010; Grier and Bryant 2004; Sowers et al. 2007). For 

instance, Almestahiri et al. (2017) study tobacco cessation programs to identify the extent to which social 

marketing key principles are used in change behaviour. They concluded that use of segmentation, 

exchange, and competition was rarely reported and that there is limited use of theory to develop an 

understanding of their target markets, to explain relationships. Andreasen (2002) report on the use of a 

social marketing approach to increase responses to the population census. The aim of the social marketing 

campaign was to achieve a high rate of response to the census questionnaire. Research has identified 

target groups that had low response rate as the main target audience for the campaign. Then several 

intervention methods used to raise the awareness of the benefit of Census in providing vital information 

that will mean more and better resources for them and their community. Higher response rate of 67% was 

achieved more than it was predicted based on the previous year data.  

 Using Social Marketing in SETA programs  2.3

In the cyber security context, Ashenden and Lawrence (2013), argue that social marketing could be useful 

to address current challenges in the domain. The authors apply a social marketing framework to assess a 

public fraud campaign called the “Devil’s in Your Details”. They discuss several aspects of the public 

fraud campaign such as setting clear behavioural goals, developing insights of the target audience, 

identifying target audience, using mixed methods to change behaviour. Ashenden and Lawrence (2013) 

conclude by stating that rather than focusing on awareness of issues, organisations should focus on the 

behaviour they wish to change, using a social marketing framework. Further, reviewing this type of 

campaign through a social marketing lens assists organisations to identify gaps in their SETA programs 

related to key social marketing principles.  

Our review of the literature revealed that social marketing principles have not been used to design, assess 

or evaluate SETA programs in organisations. Therefore, we investigate a number of organisations to 

determine whether SETA programs have used the social marketing key principles to change and influence 

employees’ security behaviour. 

3 Research Methodology 

To answer the research question we use a qualitative, exploratory research approach to gain a rich picture 

of the research phenomenon (Stebbins 2001). Qualitative methods allow us to develop a rich picture of 
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the relevant phenomena and allows us to investigate aspects of the phenomena that may not be obvious at 

the outset of the research project (Boudreau and Robey 2005; Eisenhardt 1989; Klein and Myers 1999; 

Yin 2018). The empirical data in the paper comes from six semi-structured interviews with SETA experts 

across six organisations (see Table 2). We selected participants based on their experience in SETA 

development. As this research is exploratory in nature, we wanted a good mix of different types of 

organisations and a variety of management levels to be represented across the organisations.  

Table 2. Study participant details 

ID Role Industry  Years of Experience  

CISO1 Chief Information Security Officer Government  15+  

CISO2 Chief Information Security Officer Automotive 10+  

MGR1 Security Manager IT Services  5+  

MGR2 Senior Security Manager Insurance  20+  

MGR3 Security Awareness Manager Banking 10+  

MGR4 Security Awareness Manager  Banking  9+  

The semi-structured interview questions (see Appendix A) investigated how SETA programs were 

implemented within the participants’ organisation. Interviews lasted 60 minutes on average and were 

audio recorded. Participants were asked open questions to encourage them to describe in their own words 

the activities they undertake to manage the organisation’s SETA program. Follow-up questions directed 

the participants to address the specific practices and activities in the SETA program. Participants reported 

on their current organisations, but also mentioned their experience from past organisations, which further 

enriches the empirical data with reflections drawn from even more organisations. The interviews were 

transcribed from audio recording and multiple passes were performed through the data to cluster the 

quotes and identify recurring themes that addressed the research question to gain an understanding of the 

development process of SETA programs. This resulted in approximately 80 pages of transcribed text. 

As shown in Table 3, to interpret the empirical data, we used the three-step analysis process of open, axial 

and selective coding for qualitative data analysis as per the tradition of Information Systems research (see 

Neuman (2014); Corbin and Strauss (2015)).  

Table 3 Data analysis process 

Analysis 

Process  

Input  Output  

1) Read 

transcripts to 

identify 

themes, 

making 

notes and 

highlighting 

concepts 

related to 

SETA 

programs in 

organisations 

6 Interviews 

transcripts 

approx. 80 

pages 

combined.  

Developing a general understand of main practices and activities undertaken by 

the organisations to implement SETA programs (open coding) 

 
2) group 

related 

concepts to 

determine 

practices and 

activities 

Using the 

output from the 

first analysis to 

develop coding 

based on social 

marketing 

Develop themes related to practices and activities undertaken by organisations 

to implement SETA programs (e.g., aim of SETA, planning for SETA, SETA 

activities & types, measuring and evaluating impact of SETA programs) 
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related to 

SETA 

programs in 

organisations 

principles (axial 

coding)  

 
3) use social 

marketing 

principles as 

a lens to 

assess SETA 

programs in 

organisations 

Using themes 

and subthemes 

identifies in the 

second analysis 

and key social 

marketing 

principles 

(Selective 

coding) 

Group related concepts to determine whether the social market principles are 

considered in SETA programs (see Appendix B). 

The first analysis step involved reading the interview transcripts, making notes, and highlighting concepts 

related to SETA programs in organisations. These were subsequently clustered to higher-level more 

abstracted categories, leading to the development of a general understanding of the main practices and 

activities undertaken by the organisations to implement SETA programs (open coding). In the second 

analysis step, related concepts were grouped to identify relationships among the codes (axial coding), i.e. 

the key themes in the data related to the implementation of SETA programs in organisations. Finally, in 

the third analysis step, we used social marketing principles as a lens to assess SETA programs in 

organisations. Selective coding was applied to develop our understanding of the themes from the 

empirical data grouping related concepts to determine whether the social market principles are considered 

in SETA programs. This was done by mapping the respondents’ description of SETA in their 

organisations to the key social marketing principles. From this, we built a narrative of how to improve the 

effectiveness of SETA programs. 

4 Findings and Discussion  

The following sections present our findings and discussion using the social marketing lens. 

 Employee Orientation  4.1

From social marketing, understanding what motivates or moves the behaviour of employees is the first 

step in developing interventions (SETA) to change that behaviour. We found that although the six 

organisations had different levels of maturity, the main driver for developing SETA programs was 

compliance. Also, the central focus of these programs was not on employees, but rather on the 

requirements of internal (e.g. legal team) and/or external parties (e.g. government) to enforce the 

implementation of information security standards and regulations. Thus, subsequent requirements 

included the need to prove that the organisation had indeed implemented these standards and regulations 

within the organisation.  

Most respondents stated that their main SETA activity is to conduct mandatory security training for all 

employees using computer-based training (CBT). CISO1 reports: “we have mandatory online training 

that everyone must complete”. Respondents reported that they must provide statistics of the number of 

employees who completed the training and how many times they have undertaken this type of training as 

part of their reporting to show compliance and their contribution to raise the awareness of the employees.  

However, in some organisations, although the SETA program started with a compliance focus (mandatory 

CBT), further SETA activities were implemented as the program matured. These SETA activities may 

include ongoing awareness campaigns, training for specific groups/teams and an intensive awareness 
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campaign over a day or a week. These activities tend to be motivated by observed behaviour within the 

organisation. CISO2 reports: “every month we have awareness messages which comes in the form of 

email or poster”. Mgr3 also comments: “we have a focused security awareness program for specific 

employees. For example, in my job at the Banking sector, we have specific SETA programs for call centre 

people”. MGR4 also states: “we have an annual security awareness week. That's run right across the 

group”. However, there was limited evidence that employee motivation for behaviour was observed and 

investigated in these organisations. 

A SETA program that is not ‘employee oriented’ has several disadvantages. Primarily, the lack of 

understanding around what motivates employees to abide by security directions may inhibit the 

effectiveness of any SETA activities that take place. Also, failure to understand the needs of employees 

around their learning style, job requirements and processes also presents challenges when developing an 

effective SETA program. We argue that understanding employees’ behaviour, and motivations for that 

behaviour, is critical when developing SETA programs. This would allow targeting of the SETA program 

to specific characteristics of employee behaviour and would improve the effectiveness of SETA as it will 

be based in a deeper understanding of employees. 

 Behaviour and Behavioural Goals  4.2

The social marketing focus is on the understanding and transforming of employee behaviour. The 

transformation is implemented through (1) analysis of the target behaviour, (2) identifying the desired 

behaviour, and (3) implementing the transformation program. There was consensus amongst participants 

that the aim of SETA programs is to raise employees’ awareness of the organisation’s security directives. 

CISO1 reported that “the primary aim of our SETA is to make people aware of our security policies” 

similarly MGR1 said “Most of the time it is policy itself that people were made aware of”. In terms of 

setting goals, participants stated that they set goals and objectives for SETA during planning “we set 

objectives for the short campaigns for example, security and fraud week is develop to achieve specific 

objectives. We also have very high-level objectives that we'd like to achieve for the overall security 

awareness program” MGR2. 

Whilst participants made several references to building a culture of security and changing behaviour, no 

specific behaviour goals and objectives were mentioned. For example, CISO2 stated that A SETA 

program should drive your information security strategy, translate your vision into reality. It should make 

people share your vision of security and in such way help you to build a security culture within the 

organisation so you can modify the behaviour of the people”. Even though behaviour goals were not 

explicitly mentioned by the participants, the ultimate aim of developing SETA programs is to change 

employees’ behaviour to comply with security directives. 

Participants recognise the importance of setting objectives and target goals for a SETA program. This is 

in line with the literature as almost all best practice standards and guidelines (the primary source of 

guidance to organisations) advise organisations to set goals for their SETA programs (Tsohou et al. 

2015). However, objectives are usually limited to knowledge objectives and do not go beyond, to belief 

and behaviour objectives (Alshaikh et al. 2019). A SETA program that includes knowledge, belief and 

behaviour objectives is more likely to be effective in changing employees’ behaviours. 

There was no explicit evidence given by participants that any analysis of employee behaviour was 

undertaken by organisations prior to SETA development, although there may be implicit indications 

given to the SETA team as a result of an internal security incident for example that current behaviour is 

not the desired behaviour. Thus, there is a lack of development around behavioural goals. However, post 

SETA development, study participants reported that evaluation is a real challenge, although they all 

employ various methods to measure effectiveness of SETA and to monitor the changes to employee 

behaviour. For example, the respondents stated that the number of reports of security incidents around 

threats addressed in the SETA program is used as an indication for the level employee’s security 
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awareness. However, the number of security incident reports does not necessarily reflect the extent to 

which the SETA program is effective in imparting an awareness of security directives for two reasons. 

First, ‘incidents’ are variably defined and not every “event” is an incident. Second, increases in incident 

reports may occur because of an increase in the number of, or sophistication of, attacks.  

Therefore, it is still unknown to organisations how effective their SETA programs are in changing 

employee behaviour and how much they should invest on SETA to achieve an effective outcome. We 

argue that having specific behavioural goals and objectives helps organisations to plan as to how to 

measure changes in employee behaviour as a result of the implemented interventions within SETA 

programs.  

 Theory Based  4.3

Theory-based interventions are more successful and lead to longer lasting behaviour change (Michie et al. 

2014). Theories are important for providing guidelines to organisations on conducting in-depth analyses 

of the behaviours that they wish to change and selecting the appropriate SETA strategies that are most 

likely to achieve the intended outcomes.  

However, there is no evidence reported by participants to suggest the use of theories to investigate and 

understand employee’ behaviour, nor to guide their selection of appropriate strategies that can effectively 

change behaviour. This is not surprising as organisations rely on “best practice” and industry guidelines 

which have no empirical evidence or theoretical foundation that assists with understanding which 

strategies are effective in which contexts (Alshaikh et al. 2018; Ng et al. 2009; Siponen and Willison 

2009). Additionally, despite the large number of information security behavioural studies that have made 

recommendations to practice, there is no basis for developing a SETA program with confidence that it 

will yield the intended behaviour change outcomes (Ng et al. 2009; Öğütçü et al. 2016). As Öğütçü et al. 

(2016) points out, this may be because SETA programs are not informed by behavioural change theories. 

Therefore, it is unclear to organisations which method (or mix of methods) can be used to successfully 

change behaviour. Consequently, existing SETA programs tend to be less than optimal in changing 

behaviour. 

We argue that there is a lack of explicit rationale for the development of SETA programs that can provide 

practical guidance on the analysis of employees’ behaviour and the selection of the appropriate strategies 

and techniques (methods) to change behaviour. As a result, practitioners face the problem of how the 

theoretical constructs that determine employees’ behaviour can inform the development of SETA 

programs.  

 Develop ‘Insight’ 4.4

Social marking suggests that genuine insight into key factors and issues (often in the form of emotional or 

physical barriers) relevant to positively influencing specific behaviour is required to be able to change 

that behaviour. One of the key areas in SETA development suggested by all participants is the 

identification of the needs for the SETA program. All participants suggest that the needs for SETA can be 

identified in policy, whilst only four participants [MGR1, CISO2, MGR3 and MGR4] reported that they 

also use incident reports, risk assessment, threat intelligence, and users’ feedback to identify needs. For 

instance, MGR4 stated: “There are numerous inputs. Understanding the threat landscape: what is 

currently happening or what's being advertised. There's also a component around what incidents have we 

seen in the past, be they to our organisation or to other industries or organisations. we also look at what 

user feedback we are receiving. If people are actually saying that these are their concerns--these are their 

issues, we'll also feed that into it, as well. Then, also, the strategic direction of where the ISO wants to 

build capability. That will really dictate more or less the key areas”. 
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Additionally, several examples were provided by participants on how incidents were used for awareness 

purposes within a SETA program. MGR4 explained that phishing attacks present opportunities to raise 

the employees’ awareness on this type of threat. 

However, it seems that traditional ‘needs assessment’ is very limited to knowledge of what employees 

need to know to comply with security directives. It does not go beyond that to develop deeper 

understanding and insight to identify factors related to barriers and enablers to allow employees to 

perform the desired behaviour. The Develop Insight principle provides in-depth analysis of behaviour 

which can be translated into practical steps to change behaviour. Our findings indicate this principle is 

missing from current SETA programs. Therefore, adopting this principle may improve the SETA program 

effectiveness.  

 Exchange Theory  4.5

An exchange, in social marketing terms, needs to be on offer for behaviour to change. The exchange is 

based on having participants believe that the benefits of changing their behaviour outweigh the costs of 

doing so. An effective social marketing campaign should maximise the benefits and minimise the costs to 

participants. The organisation’s SETA development team can apply the exchange theory to effectively 

persuade employees to adopt the desired security behaviour.  

The participants state that, from the organisational perspective, their SETA programs have no 

motivational aspects and are only seen as a compliance requirement that is mandatory for every employee 

to undertake once a year. MGR1 states: “I don’t think we do any motivation. We do more of ensuring 

compliance by showing people what they need to know from the organisation’s policies”. However, 

participants provided several suggestions and recommendations on how to motivate employees to change 

their behaviour and perceptions towards information security and complying with security policies. 

Participants reported that these suggestions and recommendations were learned through experience and 

trial and error of what worked and what did not work during many years managing the SETA program in 

their organisations. 

CISO2 reported that to motivate people, they tried to communicate the importance of SETA to protect the 

organisations from various type of risks: “We focus on explaining the consequences of not following the 

organisation’s policies on the business and various types of risks”. Understanding the types of risks to the 

organisation information systems helps to motivate employees to attend SETA sessions and to be aware 

of the organisation’s policies which will enable them to perform their job in secure manner. “Awareness 

teams have always developed material based on a compliance and policy risk culture rather than a true 

business enablement culture, so there's a real opportunity for us to change the conversation and sit down 

with the business and say, ‘These are the risks. This is how security helps you. How can we properly 

develop and create content that is consumable for you, supports your teams, and also facilitate better 

customer experience” MGR4. 

Relating information security to an employee’s personal life is another way to motivate. For example, 

when raising employees’ awareness about the organisation’s policies on the use of social media 

(Facebook, Twitter …etc.), the organisation should ensure that the awareness program makes references 

to issues like personal and child safety when using social media. MGR3 reports: “If we are running 

training on social media, we make sure it's about enabling them to be more secure on their personal 

social media sites or talk to their parents or children about secure social media use. We find that making 

that personally relevant is a really good motivator to get staff to come along and be interested and 

engaged in the session”. 

The findings of the study indicate that a compelling exchange offer is required to motivate employees to 

change their behaviour. If the ‘exchange’ principle in social marketing is considered in the development 

process of a SETA program, it would certainly assist organisations to develop a program that motivate 

employees to change their behaviour. 
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 Competition 4.6

One of the major concerns in social marketing is to examine the internal and external factors that compete 

for participants’ attention and to minimise the impact of this competition. While the participants did not 

mention whether they take into account competition for their employees’ time and attention during the 

planning process of their SETA programs, two participants in the study reported such competition as 

challenge to the effectiveness of a SETA program. CISO2 points out: “There's competition now within 

organisations to get the attention of employees and to hold their attention for your security awareness 

program to be effective. It's very difficult these days. Throughout the year, they go through many training 

programs. They come back to me and say, ‘Do you have any idea how many training sessions we go 

through’”. 

Organisations face a challenge in that employees only have a limited amount of attention that can be 

devoted to training programs such as SETA. As organisations have become more governed by rules and 

regulations, the amount of training of employees has increased and employees now must be trained about 

occupational health and safety, sexual harassment, discrimination, privacy etc. The consequence of such 

competition between various functions inside the organisation for the attention of employees is that it is 

difficult for employees to focus and remember the information provided in SETA sessions. CISO1 states: 

“There's too much information, information overflow. So, if they [employees] go and come out of our 

training, they forget immediately everything we taught them. They forget as they have to move on to 

something else and get ready for more training in two days”. 

The study participants provided several suggestions and recommendations to overcome the competition 

challenge: 

First, using multiple delivery methods and being creative and innovative in how the organisation delivers 

their SETA program. “You've got to be innovative in the way that you reach out to your colleagues, 

constantly refresh themes to try and get the attention of workforce using things like comic heroes, and 

quizzes, and giving away gifts and toys to people to try to maintain the interest” MGR3. 

Second, increase the effectiveness of the SETA program by to reducing content and increasing 

motivation. “We reduced the content and increased motivational aspects, making us more approachable. 

That was the most important thing after having realized that with all the competition we've got” MGR3. 

Third, focus on employees who deal with sensitive information and processes. The main target in some 

organisations is to identify those people and develop a SETA program that targets them to safeguard the 

information and processes they deal with in their job. CISO2 states: “We had to let go of the people that 

didn't have confidential information. That was biggest thing, I think. To let go of those and really 

concentrate on those people who dealt with confidential information”. MGR4 agrees: “We do a targeted 

campaign for those people who are dealing with very sensitive or very critical information. We do more 

frequent, more high-touch awareness training and campaigning with that particular group of 

stakeholders”. 

Fourth, find the right balance between getting people’s attention and overwhelming them with SETA 

activities. “Too much awareness is not good, people are getting confused. We've got to try and get a 

balance, but you don't want to do it so frequently that people become fatigued. We are vying for their 

attention like many other parties in the organisation. You don't want it to feel like spam and become 

overwhelming. It's really important that we strike the right balance” CISO2. 

Last, to overcome the problem of employees’ limited time and attention is to investigate successful SETA 

programs in organisations that have similar risk landscapes. “What I've been finding when I've talked to 

other organisations that have had successful awareness campaigns,” MGR3.  

However, it was clear that SETA teams in all six organisations do not have comprehensive understanding 

of all factors that compete for employee’ attention and time to adopt the desired behaviour. Identifying 
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such factors during the planning process of a SETA program is important to minimize the impact of 

competition.  

 Audience Segmentation 4.7

Social marketing uses segmentation of participants to better tailor intervention strategies. Participants 

indicate that their organisations group employees according to their roles and responsibilities. Then, they 

develop SETA programs to fulfil the needs of each segmented group. For example, CISO2 stated that, “In 

my organisation, there are three kinds of training and awareness programs: one for executive 

management, the second type of security training and awareness is general awareness messages for all 

employees from all the departments and the third type is target-specific group awareness.” 

Participants agreed that the SETA program should be tailored to address the needs of each target group. In 

other words, different types of SETA should be designed. As MGR4 states: “There is no one size fits all 

approach. […] we need to tailor our awareness campaigns depending on the stakeholder group that we 

are dealing with”. Each type should have its own characteristics in terms of the content, length/duration, 

frequency, and delivery methods required to meet the needs of different groups in the organisation. For 

instance, SETA for executive level management would be short and concise. 

This finding is in line with the literature. For example, Whitman and Mattord (2017) state that the 

audience of can be divided into groups based on their job descriptions, required skills and knowledge etc. 

In theory ‘audience segmentation’ principle is not new in the cyber security literature. However, audience 

segmentation in SETA literature does not involve gaining a deeper and comprehensive understanding of 

each segment to avoid the use of generalised SETA approach to all employees. Therefore, applying 

‘audience segmentation’ should be emphasised as main principle in SETA programs to improve its 

effectiveness to influence behaviour. Although the study findings suggest some the organisations 

implemented the segmentation principles focusing on knowledge required by each segment, more need to 

be done to fully utilize this important social marketing principle.  

 Method Mix 4.8

Social marketing uses an appropriate mix of methods to intervene in current behaviour, altering it to 

desired behaviour. These methods must be integrated to achieve synergy in the message being presented. 

The study participants use of multiple methods to deliver SETA. These methods vary according the 

message and the target group. Examples of delivery methods include email, computer-based training 

(CBT), classroom training and posters. For example, MGR4 states: “We have our newsletter which is 

also via our email. […] We do use some poster materials. So, there are several channels depending on 

what it is that we are trying to achieve”. Likewise, MGR3 also offers that numerous techniques are used: 

“It's a program that should run throughout the year. With all sort of component such as flyers souvenirs, 

workshops, small groups, you can have different messages targeted to different people”. 

Similar to recommendations provided in the literature (e.g., Abawajy 2014), participants suggest that the 

use of a mixture of delivery techniques is an effective way to convey SETA messages. However, 

recommendations usually focused on raising awareness using multiple-channel approaches and not mix 

intervention strategies suggested in the ‘Method Mix’ in social marketing. The latter approach is a far 

broader concept aimed at effectively influencing the target audience behaviour. As explained previously, 

the social marketing approach utilises five intervention strategies: design (to alter the environment), 

inform (to communicate facts and attitudes) control (to regulate and enforce), educate (to enable and 

empower) and service (to provide support services) (French et al. 2011). We argue to successfully change 

employees’ behaviour, SETA programs should adopt the ‘Method Mix’ and not just focus on education 

and training.  
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 Summary of the assessment of SETA programs using the Social Marketing 4.9
Triangle 

The aim of this study is to assess the practices of current SETA programs in organisations against key 

social marketing principles that are essential to make sustainable behaviour change in employees’ 

behaviour. Table 4 maps social marketing key concepts to gaps identified in existing SETA approaches. 

Table 4 A mapping of social marketing key principles to gaps in current SETA approaches 

Key Social Marketing Principles  Findings  

1: Customer Orientation  Existing SETA programs aim to fulfil compliance requirements. 

Motivations behind employee behaviour are not investigated. 

2: Behaviour and Behavioural 

Goals  

Objectives are typically limited to knowledge acquisition and do not 

address deeper belief and behaviour objectives. Behaviour of target 

audiences’ is not analysed. 

3: Theory Based  The selection of intervention strategies in SETA programs is not 

informed by theory.  

4: Develop ‘Insight’ Traditional ‘needs assessment’ in current SETA programs is limited 

and does not develop a deeper understanding of employees such as 

emotional or physical barriers to behaviour change. 

5: Exchange Current SETA programs do not make a compelling offer to persuade 

employees to change their behaviour. 

6: Competition External and internal competing factors are usually not considered.  

7: Audience Segmentation Existing SETA programs mainly provide computer-based training 

(CBT) to all employees without paying attention to the specific 

needs of different segments of the employees. 

8: Method Mix SETA programs focus on raising awareness using multiple channels 

rather than implementing a mix of intervention strategies. 

Although the maturity of SETA programs in the six organisations varies, the data shows that the social 

marketing key principles were not utilized in the planning and implementation of SETA programs. This 

may have undermined the ability of these SETA programs to change employee behaviour.  

Customer orientation and insights principles were not identified in current SETA programs. SETA 

programs were developed to meet compliance requirements rather than addressing the needs of 

employees and developing in-depth understanding of how to influence their behaviours. No investigations 

of how employees behave took place, so the organisations were only guessing what motivates employees 

to behave in the way that they do. Likewise, any barriers to being able to change the behaviour, either 

physical or emotional were not identified. Subsequently, any interventions implemented in SETA to 

change behaviour is only speculation. 

Exchange and competition were also not considered in the development of the SETA programs in 

organisations under investigation. Some of the study participants state that they have had feedback from 

participants stating that they face competition getting employees’ attention from other parts of the 

organisation. However, none of the participants had examined the internal and external factors that 

compete for employees’ attention. Further, there was no indication that the concept of providing a 

compelling offer had been employed to convince employees to adopt the desired behaviour and comply 

with security directives.  

The role of theory and setting specific behavioural objectives is limited in practice. This is because 

organisations do not have adequate guidance to develop a theory-informed SETA program as information 

systems security behaviour research has mainly focused on making theoretical contributions rather than 

translating the theoretical insights into practical guidance to organisations. 
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Use of segmentation was partially applied in some organisations as they developed tailored SETA 

programs to different employees based on their level and job descriptions. However, there was no 

comprehensive understanding of each segment of the target audience leading to prioritisation of specific 

segments based on their influence on other segments -groups in the organisation- and susceptibility to 

cyber risks. Particularly, the organisations do not consider learning styles of employees when developing 

SETA programs. 

Subsequently, we argue that there is no employee oriented systematic approach to the development of 

SETA programs in organisations. Developed programs tend to be compliance driven and a focus on many 

of the aspects that social marketing uses to drive behaviour change is missing. In the next section we 

propose a SETA development process grounded in the social marketing approach. 

5 A Social Marketing SETA Development Process 

The process for developing a strategic social marketing plan is outlined in detail in Lee and Kotler (2015). 

As shown in Figure 2, the process consists of ten steps divided into five key phases: scoping, selecting, 

understanding, designing, and managing. The five phases are described below with examples from the 

information security context to demonstrate to how these phases can be applied to the domain. 

 
Figure 2 The Proposed SETA Planning Process Adopted from Lee and Kotler (2015) 

The process is a logical step-by-step approach, from scoping through to managing, giving a clear 

progression for how the project will be conducted. These steps are spiral in nature – not linear. The steps 

would usually progress linearly but going back and adjusting prior steps may be necessary. For example, 

it may be necessary to refine the goals after gaining more understanding of the target audience or change 

the communication channel based on the available budget. The following discussion is based on the detail 

outlined in Lee and Kotler (2015). 

 Scoping Phase 5.1

The scoping phase aims to build foundational knowledge about the issues and problems that the social 

marketing campaign is to address. The scoping phase consists of two steps: 1) describe the issue, 

background purpose, and focus and 2) conduct a situation analysis. 

5.1.1 Step 1: Describe the issue, background purpose and focus  

In this step, the social issue that the project is intended to address is identified and described in detail. A 

series of questions around the problem need to be answered to form a sound understanding of the issue. 

To support the decision to focus on specific issues, data can be used from sources such as scientific 

research and publicly available reports by government and other organisations. A purpose statement is 

then developed to outline the benefits of a successful campaign, and the focus of the campaign is selected 

from the factors identified through the research. A compelling purpose statement at the start of the social 

marketing plan is essential for building a strong motivation to conduct a campaign to influence and 

change behaviour. 

In this paper, the example of phishing attacks is used to demonstrate how a social marketing approach can 

be applied in a SETA program. In this step, several resources (e.g. literature review and cyber security 

                  



  

  16 

reports) can be used to describe the issue (phishing attack), provide the background and purpose of the 

campaign and identify the focus.  

An example issue statement might be: recent security reports indicate that security incidents caused by 

employees clicking on phishing links constitute 90% of the total number of security incidents. Our 

Organisation has lost X amount of money/data/reputation as a result of incidents of employee 

noncompliance with our organisation’s policy on dealing with phishing emails. The broader purpose of 

the campaign to address phishing attacks is to protect our organisation by improving employees’ 

responses to phishing emails.  

5.1.2 Step 2: Conduct a Situation Analysis 

Once the purpose and focus of the campaign plan are described, the team should start to analyse the 

external and internal factors that might affect the campaign planning process. A SWOT (strength, 

weaknesses, opportunities, and threats) analysis is conducted to identify organisational strengths to 

maximise, weaknesses to minimise, opportunities to utilise and threats to overcome. Strengths and 

weaknesses are internal factors (such as available resources, expertise, management support, current 

alliances, and partners etc.), while opportunities and threats are external factors. The result of the analysis 

should be a list of factors that will guide the campaign’s planning process (French et al. 2011; Lee and 

Kotler 2015).  

A possible SWOT analysis for the phishing emails campaign can be as follows: The greatest 

organisational strength going into the phishing campaign is the high awareness level of top management 

of the importance of protecting the organisation from evolving cyber threats. The awareness should result 

in management’s commitment to protecting the organisation from cyber threats and supporting the 

campaign effort. Weaknesses include limited resources (e.g., full time staff and budget) to: a) conduct the 

awareness campaign, b) maintain the campaign and c) measure the effectiveness of the campaign.  

External opportunities to take advantage of may include: aligning the campaign effort with general 

awareness of cyber security international days/public campaigns (e.g., Safer Internet Day, Stay Smart 

Online) and using resources developed by government and other organisations such as templates, emails 

and twitter hashtags to amplify your message. The organisation’s SETA team should build alliances with 

other organisations’ teams (private and public sector) to share their expertise and resources and therefore 

take advantage of and build into the organisation’s campaign plan.  

A threat to prepare for is the level of sophistication of phishing emails. Attackers use advanced tools and 

strategies to deceive the employees into clicking on phishing links by taking advantage of information 

people disclose on their social media, or information freely available about the organisation, which makes 

it difficult for the organisation to change their employees’ behaviour to effectively identify and report 

these emails. 

 Selecting Phase 5.2

The selecting phase consists of two steps: 3) select target audiences and 4) set behaviour objectives and 

goals.  

5.2.1 Step 3: Select Target Audiences 

The target audience is the group whose behaviour is targeted by the campaign effort. Developing a 

thorough description of the target group includes determining its demographics, social networks, and size. 

It is advisable that the marketing plan focuses on one primary target audience. Selecting the target 

audience involves segmenting the market (population) into similar groupings, evaluating these segments 

based on a set of criteria, choosing one or more main groups and finally specifying the desired behaviour. 

The decision on which segment of the target audience to select is based criteria, such as needs (problem 

incidence, problem severity), readiness for action (readiness and willingness to change), reach 

                  



  

  17 

(communication channel) and best match (organisational mission, expertise and resources) (Lee and 

Kotler 2015). 

In the phishing attack example, the organisation’s SETA development team should carefully select the 

target audience for the campaign, and then segment it into smaller groups based on roles and 

responsibilities, departments and level (e.g., management level top and middle management). Each 

segment of the target audience should be evaluated based on size, ability to reach and susceptibility to 

phishing attacks. For instance, the SETA team should conduct a review of the type and number of cyber 

security incidents caused by clicking on a phishing link. This will provide valuable information about 

which group in the organisation is targeted the most by phishing attacks/email/links.  

5.2.2 Step 4: Set Behaviour Objectives and Target Goals 

Once the campaign target audience is selected and described, the team should set specific behaviour 

objectives and goals to be achieved. The selection of the target audience will enable the team to establish 

specific behaviour objectives that will influence the behaviour of the selected audience. 

There are three type of objectives a social marketing campaign should aim for. First, knowledge 

objectives aim to raise awareness in the target group about the issues and make them willing to perform 

the desired behaviour. Second, belief objectives aim to change the target group’s feelings and attitudes 

toward the issue. Third, behaviour objectives aim to change the target group’s behaviour to either 

accepting, rejecting, modifying, abandoning, switching to, or continuing, a target behaviour. The 

campaign goals have to be SMART (specific, measurable, achievable, relevant and time-bound) goals that 

quantify the desired behaviour outcome and changes in knowledge, beliefs and behaviour intent (Lee and 

Kotler 2015).  

Phishing campaign strategies should be developed to support the three types of objectives: (a) knowledge 

objectives of raising awareness (e.g., what are phishing attacks, risks phishing emails pose to the systems, 

how to identify and report phishing emails), (b) belief objectives of convincing (target audience) 

employees to believe that the behaviour of clicking on a phishing link has negative consequences on the 

systems, and (c) behaviour objectives of influencing the target audience to change their behaviours. The 

overall goal of the phishing campaign is to protect the organisation by reducing security incidents 

resulting from employees clicking on phishing links. Specific and measurable goals of the phishing 

campaign are an increase in the number of phishing emails reported and a decrease in the number of 

clicks on phishing links.  

 Understanding Phase 5.3

After selecting the campaign’s target audience and the desired behaviour, it is time to understand the 

target audience in relation to the desired behaviour. The understanding phase consists of one step: 5) 

identify target audience barriers, benefits, and motivators.  

5.3.1 Step 5: Identify Target Audience Barriers, Benefits, and Motivators 

In this step, a thorough and detailed analysis of the selected segment of the target audience is conducted. 

The analysis process involves understanding the target audience’s knowledge and attitudes toward the 

target behaviour and the real and perceived barriers to the target behaviour (Lee and Kotler 2015). The 

analysis also aims to identify the benefits the target audience expect in exchange for performing the 

desired behaviour. It also identifies strategies to motivate the target audience to adopt the desired 

behaviour, the behaviour / forces that compete with the desired behaviour and who has the power to 

influence the target audience. 

To perform the behavioural analysis, data should ideally be collected from multiple sources to obtain as 

much detailed and accurate information as possible. Different data collection methods can be used, 

including literature reviews, interviews, focus groups, direct observation and questionnaires (French et al. 
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2010). The selection of the data collection techniques depends on the type of behaviour being targeted. 

There are specific questions that could be asked to identify barriers, benefits, and motivators. These 

questions can be adapted to cyber security behaviour and context. 

For our phishing example, focus groups can be conducted with a selected sample of employees from the 

target audience of the phishing campaign. The SETA team should ask questions to determine existing 

knowledge about phishing attacks, the barriers to avoiding clicking on links and the motivators for doing 

the right thing (report the phishing emails). Examples of expected answers to the questions might be that 

they do not have adequate knowledge to identify phishing emails and they do not have the time to 

thoroughly examine emails to determine whether they are phishing emails. Answers related to motivation 

to report phishing may refer to receiving feedback on their report (confirmation it is phishing and 

acknowledgment that they are protecting the organisation) or linking the behaviour to their personal life 

(protecting their children and personal computers). Direct observation of the targeted employees could 

also be conducted. 

 Designing Phase 5.4

The designing phase involves two steps: 6) develop a position statement and 7) develop a strategic 

marketing mix.  

5.4.1 Step 6: Develop a Positioning Statement  

The positioning statement describes how the social marketing team want the target audience to see the 

behaviour they would like adopted instead of the competing behaviour (Grier and Bryant 2005; Lee and 

Kotler 2015). This step is usually achieved by branding that helps to secure the desired position. The 

positioning statement and brand identity is informed by the data collected in the previous ‘understanding’ 

phase. The positioning statement is important as it guides the development of the strategic marketing mix. 

Positioning strategies can have a behaviour, barriers, benefits, or competition focus depending on the 

desired behaviour and the stage of adoption. For example, if the behaviour is new and/or very specified, 

then behaviour-focused positioning that describes and highlights the behaviour would be the most 

appropriate positioning strategy.  

In the cyber security domain, the positioning statement for phishing attacks could be that we want 

employees to believe that clicking on phishing links will have detrimental consequences for the 

organisational information resources and that appropriately responding to phishing emails (avoid 

clicking on links and report it) will protect the organisation. 

5.4.2 Step 7: Develop a Strategic Marketing Mix (4Ps)  

The 4Ps (product, price, place, and promotional strategies) are intervention tools that campaigns can use 

to influence the target audience to adopt the desired behaviour. The 4Ps are used to reduce barriers, and to 

create and deliver the value that the target audience expects in exchange for adopting the new behaviour.  

There are three types of product levels: core, actual and augmented. The core product represents the 

benefits the target audience values and will experience if they do the desired behaviour. The actual 

product consists of actual features of the desired behaviour and any services and resources that will 

support the desired behaviour. The augmented product includes any additional tangible services that will 

be added in the offer or that will be promoted to the target audience.  

Concerning price, the social marketing team should mention any related financial costs that the target 

audience will pay (e.g., cost for buying a service) and any financial benefits they will receive as an 

incentive for performing the desired behaviour. Price should also include non-financial incentives (e.g., 

appreciation for performing the desired behaviour) and disincentives (e.g., warning letter).  

The place is when and where the target audience will perform the desired behaviour.  
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In the promotion section of the 4Ps, persuasive communication strategies are described using four main 

elements: the key messages of the social campaign that will influence the target audience, who is going to 

deliver the messages (messengers), the communication channel that is going to be used to communicate 

the messages to the target audience and the creative elements such as the logo, taglines and graphics. The 

promotion plan is essential for ensuring that the target audience knows about the offer (product, price and 

place), that they believe they will gain benefits from performing the desired behaviour and that they are 

inspired to act (Lee and Kotler 2015).  

In our cyber security example, the product could be launching a new service (reporting and support 

services) for employees who receive email that they suspect is a phishing email. Once the reported email 

is received by the help desk it will be checked, and if it is a phishing email, the employee will receive an 

email to thank them for their help in protecting the organisation. In our phishing example, there would be 

no direct costs for the service and no financial incentives. However, employees showing irresponsible 

behaviour by clicking on a phishing link that causes the system to be compromised can cost the 

employees their job or affect their performance and therefore their promotion. In the cyber security 

domain, place is the organisation context or anywhere that uses the organisation’s systems.  

Effectively addressing the issues that have been identified that prevent employees from responding 

appropriately to phishing emails is based on an understanding of the target audience. Different strategies 

can be used to promote the desired behaviour, including awareness training for essential skills in 

identifying and reporting phishing emails and raising awareness about the impact of opening phishing 

emails and clicking on their links. The channel for communicating the campaign messages would be 

emails, the organisation’s website, and/or internal social media networks (e.g., Yammer). 

 Managing Phase 5.5

The managing phase consists of three steps: 8) develop a plan for monitoring and evaluation, 9) establish 

budget and find funding sources, and 10) develop an implementation plan.  

5.5.1 Step 8: Develop a Plan for Monitoring and Evaluation  

The monitoring and evaluation plan should include measures that will be used to evaluate the success of 

the campaign effort and how and when these measurements will be taken. The evaluation strategies are 

developed based on the purpose and goals of the social marketing campaign (the desired level of 

behaviour change, knowledge and beliefs) (French et al. 2010; Lee and Kotler 2015). It is recommended 

that the evaluation plan be developed before the budget is established to ensure this step is considered 

when it comes to determining the availability of resources. There are four types of measures: input 

measures (resources used in the campaign), output measures (campaign activities), outcome measures 

(target audience responses and changes in knowledge, beliefs and behaviour) and impact measures 

(contribution to the effort’s purpose) (Lee and Kotler 2015; Sowers et al. 2007). 

In the phishing example, developing a plan to monitor and evaluate the success of the SETA campaign is 

vital. The plan should have a detailed description of each type of measure. This example focuses on the 

last two types of measures (outcome measure and impact measure). As mentioned in Section 5.2.2, the 

goal of the phishing campaign is to increase the number of reports and decrease the number of clicks on 

phishing links. The outcome measure should look at the number of phishing reports and the number of 

clicks on phishing links before and after the campaign. The impact measure is the overall protection of the 

organisation’s information systems as a result of the decrease in phishing-related security incidents. 

Although some cultural change aspects can be difficult to measure precisely, such as positive attitudes 

and supporting co-workers in dealing with phishing emails, they can be observed by team managers and 

the security team. 
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5.5.2 Step 9: Establish Budget and Find Funding Sources Budget 

The team ensures that all the resources required to undertake the steps in the social marketing plan are 

available and if not, what source of funding is available to acquire these resources. This step may trigger a 

revision of previous steps, such as the purpose and the target audience, so that the team can work within 

the allocated resources if funding for the original plan cannot be secured. The final budget is presented in 

this section of the social marketing campaign.  

In this step, the SETA team should prepare the budget for the costs associated with the phishing 

campaign. These usually include the cost of segmenting and understanding the target audience, designing 

products (e.g., posters), training sessions and monitoring and evaluation (phishing simulations exercises). 

The team should identify the required resources and potential sponsors within the organisation (security 

managers and/or chief information security officer).  

5.5.3 Step 10: Develop an Implementation Plan 

The implementation plan is referred to as the real marketing plan as it provides detailed information about 

the roles and responsibilities (who is going to do what), specific tasks and the schedule of campaign 

activities. This detailed plan should then be shared with relevant stakeholders in the organisation. To 

achieve sustainable behaviour change, it is recommended that the implementation plan should include 

what efforts will be made in subsequent years to maintain the behaviour change (Lee and Kotler 2015).  

In the cyber security context, a list of related tasks, the roles and responsibilities and an overall timetable 

of the campaign activities should be developed. The implementation plan should also include piloting and 

testing prior to rollout. The SETA team should also continue their intended efforts to ensure that the 

behaviour change is maintained. 

6 Discussion  

In this section, we map stages of the proposed SETA development process to social marketing principles 

to show how the proposed model addresses gaps in existing SETA approaches. Further, we discuss how 

the proposed model, when compared to existing approaches, can provide comprehensive and systematic 

guidance to develop an effective SETA program.  

The proposed SETA development process can address the gaps in existing SETA programs identified as 

shown in Table 4. In the scoping phase of the process, the SETA team develops background information 

about the problem(s) that the SETA campaign will address and identifies the required resources, 

strengths, and weaknesses. Building a thorough understanding of the problem and its impact on the 

organisation is essential in developing effective SETA (Principle 1: Customer Orientation).  

The selecting phase involves identifying and selecting the target audience for the SETA campaign 

(Principle 7: Audience Segmentation) which assists in developing tailored SETA programs to address 

the needs of each segment of the target audience rather than providing a generic “one size fits all” 

program. The selecting phase also includes setting behaviour-related goals and objectives that the SETA 

campaign should achieve (Principle 2: Behaviour and Behavioural Goals). Including behaviour 

objectives for the SETA campaign addresses the gap in existing SETA programs which focus on 

knowledge and overlook behaviours, beliefs, and attitudes.  

As the name suggests, the understanding phase provides a comprehensive and thorough understanding of 

the target audience (i.e. why do they behave in this way, what motivates them? etc). Such understanding 

will help to generate useful insights (Principles 4 & 1: Develop ‘Insight’ & Customer Orientation) for 

developing effective SETA strategies to change employee behaviour. Further, the understanding phase 

encompasses identifying factors that compete for the time and attention of employees for them to adopt 

the induced behaviours (Principle 6: Competition). Moreover, during the understanding phase, theories 

can be used to develop theory-informed interventions (Principle 3: Theory Based) which addresses the 

lack of theory-informed SETA programs.  
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In the designing phase the value exchange and method mix are both considered to convince and enable 

the target audience to adopt the induced behaviour and/or give up the undesired behaviours (Principles 5 

& 8: Exchange & Method Mix). The positioning step highlights how the development team wants the 

target audience to see the behaviour and develops a convincing offer for the target audience. Further, 

developing the strategic marketing mix (4Ps) goes above and beyond providing awareness into 

implementing mix intervention strategies such as design (to alter the environment), inform (to 

communicate facts and attitudes) control (to regulate and enforce), educate (to enable and empower) and 

service (to provide support services) to change and influence employees’ security related behaviours. 

There are several academic and industry publications that provide useful practical recommendations and 

strategies to assists organisations developing SETA programs. Academic literature in IS security 

behaviour mainly focuses on investigating why employees do not comply with policy. The research 

applies various theories (e.g., deterrence theory, neutralization theory, protection, motivation theory and 

organisational justice). For instance, Willison et al. (2018) studied the effect of perceived organisational 

injustice on the employee intention to violate security. The study proposed model based on organisation 

justice theory (procedural and distributive). The authors used deterrence and neutralisation techniques as 

moderators on the effect of perceived injustice on employee intent to violate the policy. The study found 

that employees may form intentions to commit computer abuse if they perceive the presence of 

procedural injustice and that techniques of neutralization and certainty of sanctions moderate this 

influence. A practical implication of the study is that “managers should pay particular attention to the 

transparency and communication associated with review structures that are designed to assist employees 

in understanding their accordance with the expectations of management and with their peers.” (Willison 

et al. 2018). While many IS security behaviour studies provide considerable contributions, they approach 

the problem from an individual level rather than providing comprehensive organisational strategies to 

develop effective SETA programs.  

Practitioner literature (e.g., Beyer et al. 2015; Carpenter 2019; ENISA 2012; ENISA 2017; ISF 2014; 

SANS 2019) on the other hand, suggest strategies based on experience (and opinion) for organisations to 

develop engaging and relevant SETA programs.  

Several authors argued that the focus should be on employee behaviour and that disseminating policy 

directives through annual and mandatory web-based training is not effective in changing employee 

behaviour (Beyer et al. 2015; Carpenter 2019; SANS 2019). Carpenter (2019) reviewed marketing, 

behavioural and culture management to draw lessons from these three domains that can be applied in 

developing SETA programs. Intervention strategies provided by Carpenter (2019) are similar to those 

recommended by other publications. These include developing cyber security champions, aligning SETA 

objectives to organisational needs and risk profile, integrating security communications to other 

organisational messages, and enabling employees to protect themselves and their family (Beyer et al. 

2015; ENISA 2017; SANS 2019). SANS (2019) and Beyer et al. (2015) both provided frameworks to 

guide organisations from compliance driven SETA to behavioural focused SETA programs.  

Our proposed SETA development process enables organisations to leverage the insights in academic and 

industry literature. Behavioural insights from academic studies can be used in developing in depth 

understanding of the target audience at the ‘understanding phase’ of proposed model. While the practical 

strategies provided in industry literature are valuable in guiding organisations during the ‘designing 

phase’ of the proposed model. Thus, the proposed SETA development process can integrate available 

knowledge in the security literature as well as using social marketing principles to influence employee’s 

security related behaviours. 

The proposed SETA development is novel and systematic for three reasons. First, it provides a systematic 

planning process that integrates social marketing principles to successfully influence behaviour. Second, 

it develops a thorough and in depth understanding of the target audience to guide the development of 

effective SETA strategies. Last, it applies multiple strategies to change and influence behaviours.  

                  



  

  22 

7 Conclusion, Contributions and Future Work  

This paper investigates the use of the social marketing approach in SETA. Our review of the literature 

shows that there is little evidence that the social marketing approach has been applied for SETA 

development, even though it has been used in other domains to effectively change behaviour. To further 

investigate this in practice, we undertook six expert interviews with experienced practitioners in the 

SETA field. These expert interviews reveal that despite awareness training, by definition, being about 

changing employee behaviour, organisations tend not to have an in depth, behaviour driven focus to their 

SETA programs. Like Tan et al. (2010), we find that organisations are still compliance driven –this is 

why they have SETA programs in the first place. Our findings show that organisations only consider one 

of the 8 social marketing principles (audience segmentation) when they develop SETA programs. The 

other seven principles are either not used at all or are only minimally considered. The paper also presents 

a systematic and theory-informed development process for SETA programs based on the social marketing 

approach. We illustrate how such an approach can be used for the development of SETA programs in 

organisations, using a scenario focused on phishing. 

This paper makes a major contribution to how organisations practice information security awareness 

training. Using the social marketing approach, the paper describes a process of how a SETA program 

could be designed for the specific alteration of behaviour of employees towards phishing. The process is 

adaptable for all behaviours related to information security exhibited by employees. Thus, the paper 

informs practice of how employee security behaviour can be changed, using a proven technique – social 

marketing, which should be more effective than the currently used methods in organisations. One 

limitation of this paper is that it does not report on the implementation of this process in practice. This is 

the target of a future publication. 

From a theory perspective, this research applies the social marketing approach to a new domain – SETA. 

This addresses the identified gap in the literature of there being no systematic SETA development 

process. The lack of a systematic development process which is focussed on the behaviour of employees 

has resulted in ineffective SETA programs that are ineffective in influencing behaviour. Therefore, using 

the social marketing approach and its planning process can guide organisations in selecting a specific 

behaviour, identifying the target audience, understanding the barriers, benefits and motivators for 

performing the desired behaviour and then designing a SETA program with mix intervention and 

marketing strategies to achieve behaviour change.  

Our proposed SETA process provides a sound basis for further work. First, embedding our process for 

social marketing-based SETA development in an organisation would be the initial step. Then research can 

occur that measures the effectiveness of this approach within a single organisation. Second, a 

measurement tool based on social marketing key principles can be developed to help organisations assess 

their SETA programs. This will enable organisations to identify gaps to address and areas to improve to 

develop effective SETA programs that can successfully change employees’ behaviour.  
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Appendix A: Interview Questions 

1- Direct questions about practices related to the practice area: 

• What steps do you take as a security manager to conduct a security awareness program? 

• Can tell me how the process of developing security awareness works? 

 

  

2- Follow up questions and Interrelated security management area 

• How can an organisation identify the needs for SETA? 

• How do you plan for SETA? 

• What are the things that you take into consideration when you plan for SETA? 

• Can you tell me a little bit about how you use: 

i. Policy 

ii. Risk  

iii. Incident response 

• Does it inform what you do? How does that happen? 

• When you are planning for SETA, do you review existing SETA plans?  

• In your organisation, how do you identify target groups for SETA?  

• What are the things that you consider when designing SETA? 

• Who is responsible for developing SETA materials?  

The Implementation Stage   

• How can you motivate employees to participate in SETA program? What are your strategies 

for convincing employees to take part in awareness campaign or training session? 

• What are the steps to ensure effective implementation of SETA program? 

• What are the ways that your organisation uses to deliver security awareness message? 

• How training is done in your organisation? One to one – meeting – group session? 

Evaluation 

• How do you know that users are aware of the security? 

• How often do you review your SETA program?  

• How does that happen? Is it ongoing or once a year? 

i. Do you conduct periodic review of SETA plan? 

ii. Reassess the needs for SETA periodically? 

iii. Evaluate SETA materials? 
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Appendix B 

Social 

Marketing 

Principles  

Representatives quotes  

Customer 

Orientation  
 “we have mandatory online training that everyone must complete” CISO1 

Behaviour 

and 

Behavioural 

Goals  

 “the primary aim of our SETA is to make people aware of our security policies” CISO1 

“Most of the time it is policy itself that people were made aware of” MGR1.  

 “we set objectives for the short campaigns for example, security and fraud week is develop to 

achieve specific objectives. We also have very high-level objectives that we'd like to achieve 

for the overall security awareness program” MGR2 

 “A SETA program should drive your information security strategy, translate your vision into 

reality. It should make people share your vision of security and in such way help you to build a 

security culture within the organisation so you can modify the behaviour of the people” CISO2 

Theory 

Based  
 Participants did not mention the use of theory to understand behaviours 

Develop 

‘Insight’ 
 “There are numerous inputs. Understanding the threat landscape: what is currently happening 

or what's being advertised. There's also a component around what incidents have we seen in the 

past, be they to our organisation or to other industries or organisations. we also look at what 

user feedback we are receiving. If people are saying that these are their concerns- these are their 

issues, we'll also feed that into it, as well. Then, also, the strategic direction of where the ISO 

wants to build capability. That will really dictate more or less the key areas.” MGR4 

Exchange  “I don’t think we do any motivation. We do more of ensuring compliance by showing people 

what they need to know from the organisation’s policies” MGR1 

 “Awareness teams have always developed material based on a compliance and policy risk 

culture rather than a true business enablement culture, so there's a real opportunity for us to 

change the conversation and sit down with the business and say, ‘These are the risks. This is 

how security helps you. How can we properly develop and create content that is consumable 

for you, supports your teams, and also facilitate better customer experience” MGR4 

 “If we are running training on social media, we make sure it's about enabling them to be more 

secure on their personal social media sites or talk to their parents or children about secure social 

media use. We find that making that personally relevant is a really good motivator to get staff 

to come along and be interested and engaged in the session”. MGR3 

Competition  “There's competition now within organisations to get the attention of employees and to hold 

their attention for your security awareness program to be effective. It's very difficult these days. 

Throughout the year, they go through many training programs. They come back to me and say, 

‘Do you have any idea how many training sessions we go through”. CISO2 

 “There's too much information, information overflow. So, if they [employees] go and come out 

of our training, they forget immediately everything we taught them. They forget as they have to 

move on to something else and get ready for more training in two days”. CISO1 

Audience 

Segmentation 
 “In my organisation, there are three kinds of training and awareness programs: one for 

executive management, the second type of security training and awareness is general awareness 

messages for all employees from all the departments and the third type is target-specific group 

awareness.” CISO2 

 “There is no one size fits all approach. […] we need to tailor our awareness campaigns 

depending on the stakeholder group that we are dealing with”. MGR4 

Method Mix  “We have our newsletter which is also via our email. […] We do use some poster materials. So, 

there are several channels depending on what it is that we are trying to achieve” MGR4 

 “It's a program that should run throughout the year. With all sort of component such as flyers 

souvenirs, workshops, small groups, you can have different messages targeted to different 

people”. MGR3 
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